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Cellular Handset
Geolocation:
Investigative

Opportunities and

Personal Security

Risks

Generative Al
(e.g., ChatGPT):
Hype vs. Reality

and Law

Enforcement

Friend or Foe
TeleStrategies

Awareness of
Emerging
Technologies,
Masking Tech and
Tools, TOR and
proxies

Accelerating
Justice with
Cellebrite
Inseyets

Cellebrite

Deriving Insights
Through OTT-
Encrypted Traffic
Intersec

Evolving OSINT:
Challenges and
Opportunities
Strategic OSINT

Decoding Cyber
Warfare with Dark
Web Intelligence:
Predicting Threats,
Protecting Nations
(Israel-Hamas: A

Case Study)
Webz.io

Evolutions and
revolutions in
satellite
interception
technology
Rohde&Schwarz
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Room:

14:10

14:15-
15:05

15:25-
16:05

16:10-
17:00

AQUARIUS

Ultra-Wideband
Geolocation and
Cyber OSINT

Collecting
Evidence from
Online Social
Media: Building
a Cyber-OSINT
Toolbox

VIRGO

Simplifying

how CSPs can
automate,
secure and
speed their
responses to
criminal
investigations
Subtonomy

Al-enabled
Government
Intelligence for
multilingual
content using
Language
Weaver
Machine
Translation
RWS

ETSI/3GPP
LI/LD Standards
Update
Telefénica
Germany
ETSI

lawful requests:

TAURUS

Accelerating
investigation
workflows with
specifically
designed IT-
forensic
laboratories
mh-service
GmbH

Remove
unwanted data
(e.g. video,
encrypted
traffic, etc.) atn
x 100 Gbps
using an ultra-
compact server

Napatech

ZODIAC

Advanced
Techniques in
Tracing
Suspects, and
lateral problem
solving

Open Source
Tools, PART 1.
Resources,
tradecraft and
techniques -
highlighting the
best free tools
and resources.

STELLA

The Mobile
Fortress:
Building a

Comprehensive
Secure Phone
Strategy to
Protect Your
Environment
Against
Spyware and
Cyber Threats
Feedback
Innovation

Al Video
Analysis / all
video types /
Object, Face
and Number

plate
recognition,
detection and
tracking
HTSC Germany

Al empowered
speech
technologies:
making your
audio
searchable
Vocapia
Research

QUADRANT

Al Counter-
Terrorism
Platform for
Effective Law
Enforcement
Vehere

Modernizing
Digital
Investigations:
Automation and
Data Enrichment
for Efficient and
Effective Case
Resolution
Cellebrite

Al-powered
Metadata
Analysis:

Unearthing the
Secrets Hidden
in Digital
Footprints
PertSol

LOUNGE #16
(Level 4)

Challenges of
Building the
Broad
Intelligence
Picture
Cognyte

The Future of

Digital Forensics

with FTK 8!
Exterro

Similar
Trajectories &

Hidden
Connections
Through Telecom
Metadata
Intersec

From Electronic
Surveillance to
Encrypted
Communication
analysis
challenges,
solved with
integrated Cyber
Intelligence
solutions
AREA

STELLA

Enhancing Law
Enforcement and
Intelligence
operational
efficiency with
SPECTRA - the
new MULTI-INT
investigative
system.
OPPSCIENCE

LOUNGE #18
(Level 4)

Gaining

knowledge from
mass data

Innosystec

Online
Disinformation
in the Biggest

Election Year in
History: OSINT
Challenges and
Opportunities
Fivecast

Automate
Knowledge
Graph Creation
With Large
Language
Models
GraphAware

LEO

Give a hand to
your
Investigator: A
Synthetic
Analyst
RCS

Automatic
Exploitation of
Social Network,
Deep and Dark
Web to
complement
traditional Lawful
Interception
IPS

Unleashing the
potential of Data:
Centric A.l:
Revolutionize
Network
Security with
Enhanced

Maritime Threats
Prediction,
Detection and
Monitoring with
Revolutionary
Fusion Intelligence
Platform. A real
use-case.

IPS

Deanonymising
a Ransomware
Threat Actor
with
ShadowDragon
Shadow
Dragon

Traffic
Classification
and Malware

Detection
Quant Azimuth
TAURUS

Introducing
CoAnalyst
Platform:
Revolutionizing
Digital
Intelligence with
Generative Al
PenLink
Cobwebs
ZODIAC
(Level 2)

llluminating the
Shadows:
Harnessing
OSINT in the
Age of Live
Streaming and
Unconventional
Platforms
Cognyte
ZODIAC
(Level 2)

LEO

Enhancing
Crisis Response
through Data
Fusion: Insights
for State
Agencies
Social Links

CDRs of
WhatsApp,
Signal,
Telegram, and
other encrypted
VolIP messaging
applications
ClearTrail

TAURUS

Live
Demonstration
of DarkOwl
Vision: Darknet
Intelligence
Discovery and
Collection
DarkOWL FZE

Navigating the
Blockchain:
Investigating
Suspicious

Crypto

Transactions

and Unveiling
the Identities

Behind Them

Rayzone Group

AQUARIUS

Mitigating
Current Mobile
Device Security

Threats
Bittium

Securing Your
Mobile World
from Surveillance
Threats. A deep
dive into
unmasking and
countering IMSI
Catchers with
Cutting-Edge
solutions
NeoSoft

VEDUTA

Deep dive into
STARINT —
where millions
of cameras are
using p2p to
communicate.
Interionet

Investigating
Serial Crimes
with High
Accuracy
Location
Polaris
Wireless

Power of
Location
Data:
Establish
suspects’
whereabouts,
track
movements,
and uncover
evidence

Xolaris

LOUNGE ROOM
(Level 2)

Performing
successful
missions on 5G
SA with or
without network
operator
assistance
Octasic

Securing
International
Borders with

Advanced Lawful
and Location
Intelligence
SS8 Networks

Keep using your
IMSI Catchers
and Direction

Finders in the 5G

SA Era
Group 2000

On the way to
Online Catching
on 5G SA

Rohde Schwarz
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13:00-
13:40

5G LI Technical
Compliance Challenges
from a Mobile Operator

and 3

Drones and UAVs

Lunch Sponsored by:

Forensic content derived
metadata with powerful
Data Fusion and Analysis

Transformational Power of
Graph Data for Law

Emerging Satellite
Communication Trends

Digital Intelligence
Supercharged: OSINT and
Digital Forensics

Revolutionize OSINT with

Strategic Satellite

Harnessing Al in Police

POLIIICE 5G standalone

Survival of IMS|-catchers

Industry Perspective Redefining Tactical unleashes the intelligence | Enforcement Agencies: A | and the Implications for Investigations with ChatGPT and LLMs: a Monitoring Investigations: A Focus on| end to end LI live demo in 5G Networks
Technical Security Intelligence. . . 9 g ’ h P . 9 . Practical Guide Secure Information Audio, Video, and GPS BAE Systems Digital .
" hidden in the encrypted Case Study Intelligence Gathering CoAnalyst Generative Al N Utimaco
Director GSMA Ateros S s2T Management GmbH sIo Intelligence
communications GraphAware VASTech platform

3GPP SA3-LIETSI TC
Cyber

AREA

PenLink Cobwebs
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Lawful Interception and Criminal Investigation
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Session A

Session B
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Session D

Session E

TRACK 3

Social Network Monitoring,

Artificial Intelligence and
Analytics Product Training
(LEA and Government Attendees Product Training (LEA and Government Attendees
Only)

Session A

Session B

TRACK 4

Threat
Intelligence
Gathering and
Cyber Security

(LEA and
Government
Attendees Only)

TRACK 5

Investigating DarkWeb, Bitcoin,
Altcoin and Blockchain
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Only)

Session A

Session B

TRACK7

Electronic Surveillance Training and Product

Presentations
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Session A

Session B

Session C

TRACK 8

5G Lawful
Intercept,
Tracking and
Digital Forensics
Product Training
(LEA and
Government
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story = JA4+ Global | oA A new era of Threat investigate in | and new use | mobile uee
combine and - Slobal interception: Social Media Detection the field and case for | Communication TMISSIoNs on
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source in your Trafic CYBER- Evidence Performance of centralized | Intelligence  geqyre mobile operator
digital ) .. |INTELLIGENCE Maltego Government Cyber Platform | networks in 5G )
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Effective photo Enhancing Law From data Dark what?! Updating
and video hell to Telegram is ’ ; Border
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investigations: dn |°;cﬁ-m ohee  How Lawful knowledge = Leveraging now the hup |~ L8Veraging Evolving Security
from cCTv  a@nd Intelligence . Fast covert . : Dark Web | Capabilities —
operational Interception : well: turning (OSINT 0-days for hackers, A Through
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Software AQUARIUS Cyberspace Forensics

17:15-18:15 Cocktail Reception in the Exhibit Hall
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Session A
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TRACK 2

LEA, Defense and Intelligence Analyst Training and Product

Presentations

(LEA and Government Attendees Only)

Session A

Session B

Session C

TRACK 3

Social Network Monitoring, Artificial Intelligence and
Analytics Product Training
(LEA and Government Attendees Only)

Session A

Session B

(LEA AND GOVERNMENT ATTENDEES ONLY)

Session C

TRACK 4

Threat Intelligence

Gathering and
Cyber Security

Product Training

(LEA and
Government
Attendees Only)

TRACK 7
Electronic

Surveillance
Training and
Product
Presentations
(LEA and
Government
Attendecs Only)

TRACK 8

5G Lawful
Intercept, Tracking
and Forensics
Product Training
(LEA and
Government
Attendees Only)

10:00-11:00 Refreshment Break

TAURUS

AQUARIUS

VIRGO

LOUNGE ROOM
(Level 2)

LEO

ZODIAC
(Level 2)

STELLA

QUADRANT

QUADRANT

QUADRANT

TAURUS

The Truth Behind Al:
How to Tame GenAl
for Accurate and

Data to Decision:
Transforming Criminal
Investigations with Al-

Generative Al-Led
Federal Case Study:

Our Cross Domain
Solutions and what we
do for Classified C2

Real-time monitoring
for Public Order and
Public Safety with

Centralized 5G ready
Cyber-intelligence Al
enabled Monitoring
Centre to support the

Lawful Interception of
IMS/VoLTE Roaming

. - powered Predictive Intelligent Fusion and GOVERNMENT h challenges of Lawful (S8HR)
?
Efflmegilnr\‘/svs;?:tlon. Analytics ClearTrail Networks Maltego Monitor Interception and Utimaco
9 PertSol Arbit Maltego Electronic Surveillance
AREA
. The Battle of
Thou shalt wirelessly L
intercept your Harnessing Antagonistic

neighbor:
Leveraging WiFi and
Bluetooth in
operative
Brno University of
Technology

Cost effective
network monitoring
systems
Huber+Suhner

Generative Al to
Power the Next
Generation of Digital
Intelligence
JSI

Face recognition in
mass terror events
Corsight

A Single Platform to
Manage All Requests
from Law Enforcement
Agencies (LEAs)
Microtel Innovation

Narratives: the role
of Alin OSINT,
StratCom and
Narrative
Intelligence for
National Security.
Future Space

Deanonymizing
Darknet Forums with
OSINT Tools
Social Links

Intercepting the
future: Critical use
cases for security

agencies
Matison

in Exhibit Area Level 2 and 3

From Academia to
Industry: Dealing

Understanding the
Implications of
Online Social Media

Top 5 Al Trends
Redefining Law

Using situational
awareness and C2
tools to achieve faster

Automate and
collaborate with FTK

Monitoring Right-Wing
Extremism Online in

Beyond Borders:
Mastering Passenger

Investigate, prevent
and mitigate, risks of
riots, terrorism, and

with Cryptog_raphy in and_ _OSINT_Durlng Enforpem_ent decisions and actions  Connect and FTK Lab | the UK and Europe Screening with Big crimes through a
Real Life Critical Incidents Investigations : : X Data Fusion country-wide geo-
during operations Exterro Fivecast )
InterProbe Chuck Cohen Cognyte Drakontas LLC RAKIA Group analytics Al.
NwW3C Butterfly Effect
Prison Crime Open Source Tools, Interception and

Trending Topics in
Cryptocurrency
Forensics
Brno University of
Technology

Emerging Satellite
Communication Trends
and the Implications for

Intelligence Gathering
VASTech

Deep Network Visibility
at International Scale Via
Enriched Traffic
Metadata: IPFIX for
OTU4, STM64 and
100GbE Networks
NetQuest

Investigation: Real-world
Insights from
Implementing an Al-
Powered Analytical
System in a European
Correctional Facility
Cogniware

PART 2. Top 20 FREE
Open Source Tools
(OSINT) Used in
Cybercrime
Investigations
Mark Bentley
UK Police

The Evolution of Mass
Media for Data Fusion:
Will Al wield the
controls for OSINT
data curation
DataScouting

direction finding of 60
simultaneous audio
traffic channels with a
mobile EW/SIGINT
system
Novator Solutions
AB

12:30-13:00 Lunch in Exhibit Hall
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Session A

Session B

Badge: ALL ATTENDEES (LEA AND GOVERNMENT ATTENDEES ONLY)
. LOUNGE ROOM ZODIAC
Room: TAURUS LEO AQUARIUS VIRGO QUADRANT STELLA (Level 2) (Level 2)
12:30 - 13:00 Lunch in Exhibit Hall
. SmartHome and .
Alhv:Hr;lailzP)?r- Experience the Future VIDEO ANALYST - Icr;:t)(lelfliz(;\acfg Zt?a%’ti)negr Information Protection Flﬁcrgrg:{il;r\:vtib Te?hon?giezef\gf\e/slz El Sir;\r/]:irl]lgl:ge
Capabilities - 3 case| , |°f Raf"" 'z ‘i?ta 1o NEO INSIGHT - NEO Gfor E”terprt'se’ g | Pri"e’.‘t'ot""'lv'etr;ods Nicknames, Phone | BT, cellular and law Cfgf‘bé'l't'ets: TtEevs'?:I?
studies nalysis for Actionable COLLECT overnment, an gainst lllega Numbers and Emails _enforcement use | ©! \l» Bluetooth, WiFi,
Czech Technical Intelligence HTSC-Germany Military Entities Recordings to Real P | cases and 5G in Tracking
zech Technica ClearTrail Quantum Security EO Security 0 Real Feople S.E.A. Datentechnik Targets
University Systems Tovek T GmbH Combain

13:40 Exhibits Close - BEER and WINE for Exhibit Staff and Attendees
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T1-Pro4Sec

T2 -Speartech

T4 -Netsearch

T5 -WireOnAir

T6 -Epieos
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T8 -Shadow Dragon .|
T10 -EO Security

T11 -Metocean
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T15 - Slinf

T16 -Airbit

T17 - Microtel
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T20 - Cambridge Intelligence
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